R-Vision Security
Orchestration, Automation
and Response

CucrteMa opkecTtpauun b n aBToMaTmn3auunu
pearMpoBaHUA Ha KN6EPUHLLMOEHTHI




R-Vision Security Orchestration, Automation and Response (SOAR) — K/l0U€BOM MHCTPYMEHT A1
nosbileHna adppexkTnsHocTn SOC. CucTeMa arpermpyeT AaHHbIe MO MHLIMAEHTaM U3 MHOXECTBa MCTOUHM-
KOB, aBTOMaTU3NPYeT oboralleHre, pearnpoBaHue 1 BHeOpeHe 3aLmTHbIX Mep, obecrneunBaeT eanHoe
MPOCTPaHCTBO 419 COBMECTHOM paboTsl VB-crieumanncToBs. B pe3ynbtaTe Ncrnoib30BaHWA NMoBbILaeT 3ddek-
TMBHOCTbL SOC 3a cueT yBeMyeHa CKOPOCTU pearnpoBaHng 1 cuctemMatnaaLmm MB-npoueccos, a Takxe
NAEeT MOMHYI0 KapPTUHY O cocToAHMM UB.
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844 Arperaums vHbOPMaLIMM 06 MHUMAEHTAX M3 MHOXECTBA MCTOUHMKOB, HOPMan3aums
SH&  nanHbIX K NPUHATOMY B OPraHN3aLMK BUAY, HACTPOIIKA MPABIAT 1 MOUCK MOXOXKMX
79 MHLMOEHTOB, 06beAVHEHWE UX B FPYMMbl.

BO3MOXHOCTb CO34aHWsA KaK MOMHOCTHIO aBTOMAaTUUECKMNX CLeHapueB, TaK U MUHTEPaKTUBHbIX,

ABTOMaTH3aLMA pearMpoBaHUs C 1CMO/b30BaHNEM MMBKO HAaCTparBaeMbIX CLIEHAPMEB.
B3aVMOAENCTBYIOLLMX C ONEePaTOPOM CUCTEMBI.

[ OpKecTpaums BHELWHMX CUCTEM, BbINOHEHUE YrPaB/sioLUVX BO3AENCTBAM B PaMKaX
|;| ..... |;| CLLeHapveB pearmpoBaHust. BO3MOXHOCTb KOHCTPYMPOBaHWA COBCTBEHHbBIX KOHHEKTOPOB
LN B3aVMOLENCTBMSA C NMPON3BO/bHBIMU CUCTEMaMU 1 OKOHEUHBIMM Y31aMMU.

%4 KomaHaHas paboTaHad MHLUKMAOEHTaMW: T’MBKOEe pa3rpaHnueHne AoCTyna, pacnpeneneHme
&% Harpysku Mexay ornepartopamu CUCTEMBbI, OPraH13aLLmMsa COBMECTHOW PaboTbl HECKOMbKMX
nvHUIA SOC, HacTparBaeMble MexaHU3Mbl 19 YBEOOM/IEHUA U 3CKanaLmm, BCTPOEHHbIN uaT.

MHBeHTapu3aumsa, KOHTponb UT-akTnBoB 1 ycTaHoBNeHHOro [0, obHapyeHne
HECaHKLIMOHNPOBaHHbIX MOOK/TIOUEHNN 060PYOOBaHNS, arperauna HdopMaLmm
06 yA3BMMOCTAX M yrpaBfeHne npoLecCcoM UX yCTpaHeHs.
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cepsucamu Tl, cuctemamm ITSM, Service Desk, 6a3amu AaHHbIX, BOSMOXHOCTb BCTPanBaHWA

MHTerpaumm c SIEM, NGFW, IDS/IPS, ckaHepamu ya3BuMoCTel, aHTuBmpycHbiM N0, DLR,
Db -} N
R-Vision SOAR B nto6ble MHPPaCTPYKTYypbl C UCrnosib3oBaHnem REST API.

Buayanusauunsa n oTUETHOCTb KaK B BUAE NMpenyCTaHOBEHHbIX 4aWO0opaOoB U WaboHOB,
lo ¥’ TaK 1 C BO3MOXHOCTbIO CO34aBaTb COBCTBEHHbIE B PeXMME rpadUUecKoro KOHCTPYKTOPA.
BO3MOXHOCTb $OPMMPOBAHUSA 1 PACCHIIKM OTYETOB B aBTOMAaTUUECKOM PEXMME.

B3aanmoaencTsume c perynatopamu 1 nposanaepamm ycnyr 6e3onacHoCT NpsMo
N3 KaPTOUKM NHLIMAOEHTA.

N
Moaneprkka pexxMMa MynbTUapeHAHOCTU — BO3MOXHOCTb PaboTbl BHYTPU CUCTEMBI
C HECKOMbKMMM OpraHn3aLmnsMm unmn uamanamm ¢ pasrpaHmyeHMemM oCTyna Ha ypoBHeE
[aHHbIX OPraHN3aLLMOHHbIX CTPYKTYP.

Pe3ynbTaTtel ansa CISO Pe3ynbTaTthl Ang aHanutuka SOC
® [Ipo3pauHocTb paboTbl SOC, OTUETHOCTb ® CHWKeHVe Harpy3ku 3a cueT
1 METPUKM ONA NPUHATUA PeLleHnit aBTOMaTU3aLMM PYTUHHBIX 3a4au

1 OPKECTPAaLIMM BHELIHNX CUCTEM
® BbICTpOEHHble M aBTOMAaTU3NPOBaHHbIE
NB-npoLieccsl ® [loBbllLEeHNe CKOPOCTH pearnpoBaHns
1 BHeOPEHWA 3aLlUTHbIX Mep
® KoHTponb NT-MHOPaCcTpyKTypPbI
1 3aLLMLLEHHOCTU pecypcoB ® Heobxoanmbin and paboTsl IB-cneumanicTa

YPOBEHb AaHHbIX MO MHOPACTPYKTYpPE
® CHWKeHMe BePOATHOCTU HEraTUBHbIX

nocneacTsumn 1 MOTEHLLMANIbHOro ® EanHoe NpoCTPaHCTBO AN COBMECTHOM
yliepba paboTbl kKoMaHabl SOC
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O KoMnaHum

R-Vision - pa3paboTunk cuctem knbepbe3onacHOCTH.
KoMnaHusa ¢ 2011 roaa co3naeT TEXHONOM MK, KOTOPbIE MOMOraloT
B13HeCy 1 rocynapCTBEHHbIM OPraHn3aLLMAM No BCEMY MUPY
yBEPEHHO MPOTUBOCTOATb aKTyaslbHbIM KUBEepyrpo3am

n obecneunBaTb HadexHoe yrnpasneHue nHGOopPMaLIMOHHOM
6€30MacHOCTbIO.

TexHonoruun R-Vision ncnonb3ytoTca B 6aHKax, rocyaapCTBEHHbIX
opraHusaumax, HepTerasoBow OTPac/n, SHepreTuke, MeTannypruu,
MPOMBILIIEHHOCTU M KOMMNaHUAX APYrnx oTpacien.

Cuctema R-Vision SOAR 3apernctpupoBaHa B PeecTpe
oTeuecTBeHHoro N0 u ceptuéuumnposaHa PCTIK Poccuun
no 4 ypoBHIO AOBEpHUS.

@ rvision.ru t.me/rvision_pro
X sales@rvision.ru /rvision_ru
[ +7(499) 32280 40 ™ /RVisionPro

HannxecT nHpopmMaLMoHHOW 6e3omacHOCTU: rvision.ru/blog



